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1
Decision/action requested

This pCR proposes a new key issue on handling of PDCP discard timer expiry on the UE uplink transmission.
2
References

[1]
3GPP TS 38.323 – NR PDCP specification
3
Rationale
When user plane integrity protection (i.e., DRB IP) is applied at the NR PDCP layer, the MAC-I is calculated over the entire PDCP Data PDU (i.e., PDCP Header including the PDCP SN and the PDCP Data) and then ciphered (if ciphering is configured).
Before the UE starts uplink transmission of a protected PDCP data PDU, a PDCP discard timer is started. The value for this PDCP discardTimer is configured by the gNB. Upon expiry of this timer, if the PDCP PDU has not been transmitted, then the transmitting PDCP entity must drop it. The expiry of the PDCP discardTimer may happen more often in certain scenarios (e.g., when the UE is in deep fade at cell edge or the gNB is busy). 

Simply dropping these PDCP PDUs and indicating it to the upper layers leads to lower performance and data throughput, thus achieving DRB IP at UE full rate very challenging for the UE.

This key issue is to study solutions for more efficient handling of PDCP discardTimer expiry on the UE uplink. 
4
Detailed proposal
SA3 is kindly requested to agree to the below pCR.
********************** START pCR ****************************
5.x
Key Issue x: Efficient handling of PDCP discardTimer expiry on the UE Uplink
5.x.1
Issue description
When user plane integrity protection (i.e., DRB IP) is applied at the NR PDCP layer, the MAC-I is calculated over the entire PDCP Data PDU (i.e., PDCP Header including the PDCP SN and the PDCP Data) and then ciphered (if ciphering is configured).

Before the UE starts uplink transmission of a protected PDCP data PDU, a PDCP discard timer is started. The value for this PDCP discardTimer is configured by the gNB. Upon expiry of this timer, if the PDCP PDU has not been transmitted, then the transmitting PDCP entity drops it. The expiry of the PDCP discardTimer may happen more often in certain scenarios (e.g., when the UE is in deep fade at cell edge or the gNB is busy). 

Simply dropping these PDCP PDUs and indicating it to the upper layers leads to lower performance and data throughput, thus achieving DRB IP at UE full rate very challenging for the UE.

This key issue is to study solutions for more efficient handling of PDCP discardTimer expiry on the UE uplink. 
5.x.2
Network options affected
If DRB IP is applied at the PDCP layer also for E-UTRA, this key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.x.3
Threat description
If UE is not able to support DRB IP at the full data rate on the UE uplink, then it will not be possible to integrity protect all DRBs on the uplink, thus allowing an attacker to exploit the lack of integrity protection on the UE’s uplink data transmission.
5.x.4
Security requirements
It shall be possible to apply DRB IP at the UE supported full data rate on the UE’s uplink.
